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Setup of an OAuth 2.0 interface
between SmartRecruiters and
Hippolyte-rh

The goal of an OAuth 2.0 interface is to upgrade security level of the hippolyte-rh <>
SmartRecruiters integration by restricting the permissions provided to Hippolyte-rh to a strict
minimum :

o Access job offers

o Create applicant with CV

Creating an OAuth interface and setting up the
references

e Connect to SmartRecruiters

» Click on your profil picture on the top right of the screen, then "Setting / Admin"

Settings / Admin

My Referrals



o Click on "Apps & integrations" in the "Company Settings" > "Administration" box

Company Settings

Administration

Edit company info, manage roles, and support contracts.

Company Profile

Security Settings

All-Company Emnail Settings
Candidate Experience Email Settings
Global Compliance
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I Apps & Integrations I

» Click on the "CREDENTIALS" tab

e Click on the "NEW CREDENTIAL" button on the top right of the credentials list

APPS & INTEGRATIONS CREDENTIALS

Credentials
Generate and manage your SmartRecruiters credentials and build integration with SmartRecruiters APIs.
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e Click on "OAuth client ID" then "Next"

& BACK

New Credential
Select the type of credential you want to generate for your applications

@® oAuth client ID: Standard way to build applications on top of your SmartRecruiters account and connect to your other systems and
services. (Recommended).

O API key: API Key allows its user to access all of SmartRecruiters public endpoints. Use API Key only to quickly test endpoints and
integrations. For production level integraiton and applications, please generate OAuth Client Id instead.

NEXT CANCEL

e Type a Credentials name, it can be "OAuth Hippolyte-rh" then enter a "Description” that suit you

o Check "Create Candidates" and "Access jobs" in the permissions list
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Read access to user's candidates list, details, tags, onboarding status,

ad Access Candidates candidates_read i ) :
properties, attachments, screening answers and staws history
Add new candidate records on behalf of a3 user and assign to a General
Create Candidates candidates_create Application or to a Job by uploading a resume or by passing a JSOM object.
Add attachments
O Access Offer Terms candidates_offers_read Read access to candidates’ offers and get offer terms
Manage Candidate Status B Write access to candidate’s status, onboarding status, tags, source and
O ] candidates_manage :
and Properties properties.
O Access Candidate's status candidate_status_read Read access to candidate’s status history
O Access job applications job_applications_read Read access to job applications
Read access to all company configuration settings for departments, hiring
O Access Company Settings configuration_read pracesses, job properties and offer properties. (NOTE: Requires an Admin
user role)
) ) ) Write / delete access to all company configuration settings for departments
(| M C Sert figurat
SllaSE sl sl S S EINECISHSNRGES and job properties. (NOTE: Requires an Admin user role)
Access Jobs jobs_read Read access to user's jobs list and details

e Click on "Generate", a form will appear with the "Client ID" and "Clients Secret", keep these

informations preciously since there is no way to retrieve them without generating new values

Credentials

Client ID

3?8149501-

Clients Secret

453d26?9-9f8d-469c-8c16-4db-’—- |_D
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» Click on your profil picture on the top right of the screen, then "Setting / Admin"

e Click on "Company profil" in the "Company Settings" = "Administration" box



e Save the value of the "Company / Organization" field

« Transmit the "client ID", "Client Secret" and "Company / Organization" values to your Hippolyte-
rh account manager to finalize the OAuth 2.0 connection



